FOR IMMEDIATE RELEASE

Final investigation report completed; Hitachi Payment Services suffered breach
due to sophisticated malware attack in mid-2016
Mumbai, February 09, 2017 – Hitachi Payment Services Pvt. Ltd., a wholly owned
subsidiary of Hitachi, Ltd. (TSE: 6501), today announced that payments and
information security audit firm, SISA Information Security Pvt. Ltd. has completed its
final assessment report, on the reported breach of security protocols which led to the
potential compromise of debit cards between 21st May 2016 to 11th July 2016. SISA’s
report pointed out to a sophisticated injection of malware (a piece of malicious
software code) in the Hitachi Payment Services’ systems, which was able to
compromise the details of these debit cards.
The malware, being sophisticated in its design, had been able to work undetected and
had concealed its tracks during the compromise period. While the behaviour of the
malware and the penetration into the network has been deciphered, the amount of
data exfiltrated during the above compromise period is unascertainable due to secure
deletion by the malware.
Loney Antony, Managing Director, Hitachi Payment Services said, “Despite following
adequate security measures and adopting the standards of internationally accepted
best practices in the business, we confirm that our security systems had a breach
during mid-2016. As soon as the breach was discovered, we followed due process
and immediately informed the Reserve Bank of India (RBI), National Payments
Corporation of India (NPCI), banks and card schemes. We also partnered with banks
to ensure the safety of their customers’ sensitive data. As a result, the extent of
compromise was limited and we have not seen any further misuse due to the
containment measures deployed by Hitachi Payment Services.”
“Hitachi Payment Services regrets the inconvenience caused to banks and its
customers due to this lapse in its security infrastructure. We assure you of our highest
commitment to building a robust infrastructure in our systems and preventing such
cyber frauds in future. We have further enhanced our infrastructure and will continue
to undertake all mandatory and regulatory security measures as needed. We feel,
together through a collaborative association with all our stakeholders (banks and
regulators), we will be able to provide a safer system for financial transaction
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processing.” he added.
Hitachi Payment Services understands that banks had taken necessary remedial
action to avoid any potential abuse of such cards in future. Banks also had blocked
payments at international locations, reduced the withdrawal limits and monitored
unusual patterns, advised customers to change their PIN apart from replacing cards in
some cases.
About Hitachi Payment Services Pvt. Ltd.
Hitachi Payment Services is a wholly owned subsidiary of Hitachi, Ltd. Founded in
2008, Hitachi Payment Services is a leading payment services provider with over 70
banking customers. The company provides innovative, cost effective and
comprehensive payment services through its multiple lines of businesses i.e. Banking
Automation Products, ATM Services, Point of Sale Services (POS) and Emerging
Payments Services. For more information on Hitachi Payment Services, please visit
the website at http://www.hitachi-payments.com.
About SISA
SISA is a payment security specialist firm having presence in 30 countries. SISA
provides payment security assurance services, training and products to over 1,000
customers across the globe. SISA is a QSA-C for the PCI SSC since 2007 and over
the years it has built expertise in Payments security space. SISA is an authorized
assessor for various Payments standards and are listed as a PCI QSA, PCI ASV,
PA-QSA, P2PE-QSA, PCI PFI and VISA Approved PCI PIN Security Assessor.
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